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[0001 ] The present invention relays 



protocols such as the Session Initiation 

et aL "SIP: Session Initiation Protocol, 1 " Internet? Engineering Task Fore 

Network Working Group, Request forComrnents!3261 (June 2002), wh 

i- 

incorporated by reference hkrein. 

j. 

[0002] Constructing a large-scale' v. 
network requires careful consideration Jofffconomles-of-scale. If a servi 
to offer services building intelligent services infrastructure efficiently w 
scale over a large network tiiat, for exahip 



customers, using a protoco 
of the SIP border element is 



>uch as the peer-to-geer SIP protocol, the 



a critical piec 3 of tfre 



i ! 

e, spans 



to implementations if signaling 
Protocol {&tpy See J. Rosenberg, H. Schulzrinne 

3 (IETF) 
ch is 



rice-over-Litemet-Pr Dtocol 



five continents serving 



overall VoIP Ihfrastrt cture. 



[0003] The present invention is directed to an advantageous 



design for a SIP border element of a VpIP network, Functional 
disclosed that facilitate thejciflering of ^intelligent (Services by the SIP 



I i 



! I ii 
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(VoIP) 
:e provider wants 
th econornies-of- 
over billions of 
architectural design 



architectural 
architec|tural criteria are 
baked entities of the 
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service complex transparently to the enc 



an integrated fashion realizing all the ftj fictions in a single physical box 



its inner functional entities. This kind oi' 



many situations for designing a large-scale network tike AT&T's VoIP n 



present invention discloses a 



plurality of physical entities 



SUMMARY OF DRAW 



variety of ikdvamageous ways of decomposing 
element so as to make it scalable. A Slj* border dement can be decomposed 



for optimization of the large-scale design 
single integrated functional entity logic illy to execute a set of functions 
the VoIP infrastructure. 



[0004] FIG. 1 
physical entity. 

[0005] FIG. 3 illustrates 
physical entities: signaling au id media. 

[0006] FIG. 3 illustrates 
multiple media entities. 

[0007] FIG. 4 illustrates 



tn 



users. A SIP border element can 



design, However, may not always 



be designed in 
vyiihout exposing 
be scalable in 
etwork. The 
a SIP border 
into a 
while they act as a 
it the border of 



NGS 



is a functional architecture of a SIP BE rea 



the separation of a SIP BE in two separate 



RTP media entity and an FW/NAT entity 



[0008] FIG. 5 illustrate^ 



media entity excluding transcoding fuiiction and[media transcoding entily. 



DETAILED DESCRIPTION 



a single SIP BE signaling entity 



decomposition of a SIP BE med 



decomposition of a RTP media 



ized as a single 



controlling 



a entity into a 



ontity: into a RTP 
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; BE 



Signaling protocol 



on with the 



RADIUS/DIAMETER, HTTFP/KPML; 



[0009] FIG. 1 

of an illustrative VoIP 

single common infrastructure 

the highest quality and 

cost of operations and 

resides in the boundary of thfe 

that to be offered by different 
[0010] The 
[0011] a 

intelligently and communica^i 

(e.g., SIP, 

[0012] b 
happen to any entities resid 
Firewall/NAT, Authentication 

[0013] c. 
intelligence that may reside 
the services entity 
streams handling, DTMF 3 
application server); 

[0014] d. 
between H-series Video 

[0015] It is s 
criteria for the SIP BE wherfe 



ram : 



is a diagra 
architecture. Thfc 
for 

availability, the! 



maintenance feasible 



showing the different function il 
VoIP architecture advantageousjly 
facilitating the development of real-tim]e 

i 

shortest pjossible time-to-market, 
. As idepicted in FIG. 1, a Bc|rder 



VoIP/Mi|ltimedia infrastructure to facilitate all services 
functional! entities to the end users transpajently. 
should l 



Acting as the! 
within i 
f Call Ac 



VoIP/Multimedia 
n media 
appropriia;e3y for offering 
Detection in 



Codecs). 



advantageous 
SIP will 



components 
provides a 
services with 
and the lowest 
Entity (BE) 



pjerform a yariety of functions: 
handling from the end 

! 

•serviceis entities within the 
\ etc.); 

boundary of trust so that no secu 

► 

VoIP Infrastructure (e.g., SEP 

i 

Admission Access Control); 

! 

j 

media handling, detection 

<. 
i 

stlrearns, arid notification, of serves 
services to the end users (e 

i 

Iviedia Streams, DTMF digits 



the 



Media transcoding (e.g., between G-series auc io codecs, 



to provide a variety 
5e used by the end 



of architectural design 
system/device^user for 
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systepns/devices/users 
VojP Infrastructure 

ity attack can 
aware 

of any services 
intelligence to 
g., RTP media 
notification to the 
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communications with the SIP 



shows the! 
entities 



[0016] FIG. : 1 
communicating with various 
can be many BEs to form the 
end systems for proving servi 
in the services complex. In this contexj 



BE. SIP ri|id other protocols will be iused 

BE and the functional entitles; within th& VoIP Infrastructure as appropriate 

| ! 

i functional! architecture of the SIP 
; outside and i nside of the VoIP Infrastructure 



SIP BE stated in items a, b, c 
BE will communicate with ti e end 
Phones) and the call control element (G 
with the CAC server (e.g., Policy, 
RADIUS/DIAMETER) and <>olicy proi 

BE may transfer services intelligence d 

i 

(AS) using SIP, HTTP/KPML, and/or c 

i 
i 

[0017] However, this re; 
entities may not always be scalable. 
Gigabits per second throughput 
good amount of CPU processing capad 
that is advantageous to split 
and an RTP media entity. 

[0018] FIG; 2 shows ho 
physical entities, and the functions of i 



boundary jof the VoIP Infrastructure for connecting 
ces transparently by the services functional 
, it can also be assumed that all 
realized in a single physical 



and d are! 



system (e.g., IP PBXs, IP GWs, IP devices. 



(C|CE) using SIP protocol. It may 
Security, Accounting) using AAA 



the BE into 



For 



bandwidth 



between the SIP 



fu 



entity, 



also < 



•loo 



ol (e,gJ, COPS). It may be notejd 
elected in! media streams to the 

i 

other protocols per direction of this 

i ; 

realization df all functions in a sin 
example, RTP media streams 
pipes'while the signaling 

ty. These! two categories of 

i 
i 

two different physical entities 



entity 



how the SIP- BE can be realized in two separate 

I 

lose two entities can be as follows: 



BE that is 

. There 
all the 
entities residing 
nctions of the 
. However, SIP 
, SIP 
communicate 
protocol (e.g., 
that the SIP 
application server 
CCE. 
e physical 
require 100s 
requires a 
requirements suggest 
signaling entity 



mayi 
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vf Signaling 



appear 



within the 



opening 



traffic, 
control 



[0019] Functions Oj 
end systems (e.g., SIP Phones, IP-PBX 
agent (B2BUA) capabilities. It will 
server (MS), or other entities 

[0020] It will also act as; 
translator (NAT) control proxy for 
SEP signaling and RTP media 
media entity, and a FW/NAT 
MIDCOM WG, or others) needs to be 
entity. 

[0021] It will 
and accounting server using the 
RADIUS/DIAMETER). 

[0022] It will 
HTTP/KPML, or other protocols as 
entity to it. 

[0023] There 
signaling and media entity for 
detect DTMF digits and sending those 
received and routed, how to 
signaling entity, Q OS/performance 
media streams, etc.) of the media entity 
used between these two entities can be; 



-to 



also be able to communicate with the CAC 
appropriate protocols (e.g., COPS, 



Entity: It will appear as a 
lP-GWs) along with SIP back 

as a SIP user agent (UA) to th 
VoIP Infrastructure that use SIP 
the SEP-aware firewall (FW)/net\k>rk 
and closing pinholes (IP addi|esses : 
However, SIP-aware FW/NAT wil 
protocol (e.g., protocol developed 
used between the signaling entity 



also be at! 



iSP 



e to transfer DTMF digits to the AS using SIP, 
appropriate when these digits are sept by the media 



proxy to the 
back-user- 
CCE, media 
arotocol. 
address 
, ports) for 
reside inside the 
lETF's 
and the media 



policy, security, 



is also a need for a communications protocol between the 
commur ications especially for controlling (e.g., when to 
jigits, addresses & ports to which media to be 
Dvercomeiihe startup and failure conditions of media and 
parameters that need to be maintained in the RTP 



by the signaling entity. This cor 



MGCP, MEGACO, IPDC, or other protocols 



trolling protocol 
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[0024] the signaling enl 



tity 



entity 



transcoding based on the Voip QOS pa, 
the CAC QOS server. 

[0025] Functibns of Media 
per direction of the signaling entity. For 
will decide which media-type to be handled 
media stream to be received and to be 
MGCP, MEG ACO, IPDC, or other prQfocols> 
needs to be used between the 

[0026] The m sdia entity 

i 

controlled by the signaling entity as sta 

signaling and media traffic through it. t 

i 

security policies dictated by the signalij 
[0027] It wiil relay the 



intelligence like DTMF is there. If it d> 



[he signaling 



signaling * 
transcoding 



media streams, it will notify 
described earlier as dictated by the 

[0028] The media 
instructed by the media entity using the 

[0029] 

[0030] It is in 
entity can control one or more media 
extensive media handling throughput c 



will also instruct the media 
icy as dictated by the CCE and/o r 



media ani 



i 



i 

! 
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Entity: It will handle RTP metfia 
example, when a call comes, the 
, which IP address and port 
rjbuted. For this, a communication^ 
, as stated in the case of si 
the signaling entity, 
will also have S IP-aware FW/N^T 
ed earlier for opening and closin 
will filter all RTP media stream^ 
entity. 

RTP media streams to detect whether 
ect services intelligence (e.g., D PMF) 
entity using the communications 
entity. 

will also be done in the m^dia 
communications protocol as desbribed 



entity 



teresting t{> note that, unlike the media 

entities as the signaling entity will 
capacity, other than more CPU 
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for media 
uploaded from 



streams as 
signaling entity 
n|umber each 

protocol (e.g., 
^naling entity,. 

that will be 
pinholes for 
based on the 

any services 
in the . 
protocol 

entity as 
earlier. 



capac 



, a signaling 
not need 
ity. FIG. 3 
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i 



shows how a single media entity can coj 
entity may control many media entities 

of the SIP BE makes the SIP feE 

i 

! 

network need to build up. ! 

| 

[0031] I 

i 
I 

[0032] The media entit>i 

i i 

the firewa! I/NAT and RTP media entity 
traffic while the RTP media entity will 
further decomposition of the jSIP BE 
FW/NAT Entity. I 



Jitr 



ro! many media entities. A SIP 
ocated 100s of miles away. This [decomposition 
architecture further scalable should a laitge-scale 



can further be decomposed 
where the FW/NAT will handle 
landle the RTP media streams. F 
ia entity: into a RTP Media 



[0033] The RTP media 



j 

detection. This decomposition will 
functions. For example, RTP; media 

media relay including transcodings. Thlfe 

i 

packet streams without being aware 

[0034] Again- a single 

i 
i 

media entities and many FW/NAT enti 

I 



been shown. This distribution of the 
design of the SIP BE for designing the 
[0035] 

[0036] Mediaj transcodihg 

I I 

worthwhile to share the media transcoc ing 



throulgh separation of 
only the IP 
G. 4 shows the 
and a 



En(ity 



entity also includes media transcqding 
provide, the opportunity to further optimize 
ent ty will only be optimized to perf 
FW/NAT wilt only be optimize 
offthe RTP packets. 

BE signaling entity can also 
ies. For simplicity, those configurations 
m$dia functions will further help to 
Large-scale network. 



requires a lot of DSP power, 
capabilities among multiple 



BE signaling 



and DTMF 
the media 
Drm RTP related 
i to deal with IP 



cpntrol many RTP 
have not 
optimize the 



and it may be 
Entities. FIG, 5 
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shows a configuration where the RTF nredia entity is further decomposed making the 

i I- 

media transcoding entity a separate entity. 



[0037] However, there 



transcoding entity and the R' 



*P media 



while the RTP entity will be control! 
[0038] 

[0039] It is important tcj note that a single SIP BE signali 
control many RTP entities (excluding transcoding), transcoding entities, 
entities. Similarly, a single RTP entity jj:an control many transcoding ent: 
decomposition of the SIP BE media functionalities can be used for furth 



eeds to be a protocol between the 
entity {excluding transcoding) for 



media 

communications 

how the transcoding needs to be done. feTP entity will control the transcoding entity 



by the SIP BE signaling entity. 



rig 



of the design of the VoIP network that may span five continents serving 
customers like AT&T's network. Agaiap, for simplicity, this configuratic 
shown here. 

[0040] 
[0041] 



entity can 
and FWs/NATs 
ties. This 
r optimization 
over billions of 
n has not been 
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